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Abstract Oscillators (COs) [1] e
Synchronous operation of inverters, devices that Network of N coupled identical nonlinear oscillators (Fig. 1) . ? 3 1 ; 1
feed DC energy (e.g., from a photovoltaic source) to synchronize in the sense of (1) e b
an AC load (e.g., grid), usually requires R e T 2| § 2
communication for synchronized coordination, th—>rg) v;(t) — ve(t) =0, i-"-E:-o-Eﬁ-ﬁ'E-""l iy,
making them vulnerable to cyber threats. Hence, vik=1--N @A) fin Lo
recently, communication-free self-synchronizing ' ' | |
inverters (CFSIs), based on virtual oscillator where v;(t) is the output voltage of the j™ oscillator, if additional S(I)%Slelg%sstgﬁ}ﬁgrgﬂv
control (VOC) methodology (championed e.g., by conditions in [1] are satisfied feeding a load (Z;pqq) via
. . network impedances
National Renewable Energy Laboratory), have Zro0).
gained traction. Even though VOC-based CFSIs do Further, it follows from Lienard’s theorem [2] that an R —
not communicate with each other, they make local oscillator described by o 3
measurements. The impact of tampering with 2} 1
these measurements (i.e., noise injection/ attack) b+ r()v+mw) =0 (2) b 0.
on the performance and synchronization of these s o )
CFSIs is an important issue. As such, this project has a unique and stable limit cycle if certain conditions outlined in [2] are ( I
explores and validates the impact of malicious satisfied. An electrical realization of (2) is shown in Fig. 1 for oscillator 1 which S\
noise attack on the synchronization of VOC based needs to satisfy w, = = (synchronizing frequency), e = VLC (0 — ;) is 2} ,
CFSIs. minimized (to realize a circular phase plane as illustrated in the attached figure), 3 ,_
and g > . .
VOC based CFSI for Synchronized .
Coupled-Oscillator Realization [2] Experimental Results [2]
To operate a network of I_\f(SE‘,_#_El_“";;_EZZT: = OL voltage w/o noise m VOC voltage w/ noise
(neutral-DOint-Clamp or i 70 [source E == VOC voltage w/o noise 20 V/div m= VOC voltage w/0 noise 20 V/div
NPC) CTos ke a network E ﬂ i S — = VOC voltage w/o noise = VOC voltage w; noise
of coupled oscillatorsat 1 l R A and Klman Fitering._| 20 v/ and Kalman Filering. | 20y,
! ¥ ! g 120 V/div £ [20V/div
60 Hz, as illustratedinFig. | | ——3 = Noise = 1 & "1 7 N1 | &M | I N A R N — T
1, each CFSI is controlled ffainiecton ~ N
using a VOC, which is Cnet E?!“" ________________________ LN
implemented in a digital =
(virtual) platform. _ SN U Y & BN
However, unlike the F Haeal 0 R Tl @A T Y S Ry in
coupled oscillator in Fig. 1, RERER ARt
which powers thelopad | L« 1} [ MY ol T _ T N /' |
directly, in Fig. 2, it is the s Vour (t) S S B S L e .
CFSI that powers the load. . Noise, b) Vour (1) Vout (1)
As such. ascaled valueof | | — & -ciee-- ! _I}J_E_?Elﬂl;l_ mm OL voltage w/o noise mm VOC current w/o noise m VOC voltage w/ noise 2) b)
, : _hq' EVOC il 7%%; == VOC voltage w/o noise VOC current w/ noise R VOC_CP”e.m .
the current provided by a  ~psrznt L £ i = Kalman-filter-based mifigation action
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the corresponding VOC to Sl i / | iz W ﬂ 1 | q ﬂ ﬂ "\ o /
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Injection of malicious Fig. 2: VOC-based » ) WENA WA NS Fre A | ! -'.; | L L 1_ e A T
noise in this feedback CFSIs operating as a TRVRIRTA = AR i
negatively affects the coupled oscillator as ¥ ' [ U ‘} U U U U IR L U il ]
performance of the CFSI in Fig. 1. \' 30amy U U | 25y e e k\ e
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Fig. 3: Performance of a single CFSI: (a), (b) using Fig. 4: (a) Mitigation of SNI in a single
. phase-plane plots, and (c), (d) using time-domain plots. inverter: Performance of the VOC-based CFSI
Experlmental YOC- Pased CFSi Noise is injected at 57 Hz to be within VOC bandwidth. with and without Kalman- filtering-based
Setup (Emulating Fig. 2) [2] | _ - estimation of i;, which is tampered using a
tommiriens T~ e T SNI at 57 Hz. (b) Closeness of the
mm VOC current w/o noise mm VOC current w/o noise mm VOC current w/o noise

-~ . o _ _ performance of the VOC-based CFSI using

External noise source ill estimation to the nominal case when there is
’ S SCL oscope no SNIin i,;. (c) Time-domain performance
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Logic supply', demonstrates how activation of estimation
. stabilizes the CFSI dynamics.
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— demonstrate that noise injection at 57 Hz even in 1 CFSI,
' desynchronizes the network from the common 60-Hz
output frequency. The results in (c) and (f) indicate that
even if identical noise (above the Nyquist sampling
frequency) is injected in the feedback of the 2 CFSIs, a
| | ‘ , minor difference in the sampling rates of the feedback
Vout (1) 50 V/div Vout () 50 V/div Vou(t) 50V/div - creates a similar desynchronization problem.
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